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Abstract 

Because of the electronic systems in our vehicles, the Active and Passive Si safety could be increased enor-
mously. These significant advantages also have disadvantages. The last are reduction or loose of objective 
measures like traces on the road that might allow the traffic accident experts in their role as helpers of the inves-
tigating authorities, courts and insurance companies to assess the Pre Crash Phase. The problem is well 
known. To overcome this lag, in the USA electronic data storages have been developed since about 1994. At 
the first years, the industry was focused on the crash phase. Since about 2009, the first 5 s before the accident 
the most important data such as speed and other driving data are recorded. In addition accident-relevant infor-
mation about the vehicle occupant, such as the seat occupancy status of the seat belts, etc are recorded. In the 
US, the current market coverage for new cars is currently 99%, 1 % is still without EDR. 
If the vehicle manufacturers in the USA and Canada want to bring new models into the market, this models 
must have an Event Data Recorder (EDR) and the data must be retrievable with a publicly available tool. 
The possibility of data storage and the readout becomes more and more urgent because the-introduction of the 
semi-autonomous driving of vehicles objective data is essential for assessing the causes of accidents. When we 
think about autonomous driving, the problem becomes even more apparent. 
In the opinion of the author, the readout of accident related data must be primarily done by the investigating au-
thorities (Police), and there must be specialized experts for accident reconstruction, who will be able to assess 
this data correctly. 
 

 

1 Introduction 
 
In USA, Canada and in many parts of the world it 
has prevailed that in passenger cars accident-
relevant data is stored. The data is in a memory mo-
dule in hexadecimal characters, which makes them 
largely secured of hacking. Only after reading this 
hexadecimal characters are converted into readable 
text or diagrams. 
When thinking about the problem data manipulation, 
immediately the question arises: how to ensure that 
a hard copy report with readable data is not falsified. 
This is however, a specific but important issue, but 
not discussed here. 
 
The memory module for accident-related data is the 
Event Data Recorder (EDR) and is incorporated into 
the airbag control unit wich is mounted in a well pro-
tected place. The memory module gets data from dif-
ferent sources in the vehicle, usually via the CAN 
bus. This is an important issue for the data interpre-
tation. 
 

 
Airbag Control Module (ACM) 
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Flash Memory 
 
What data is stored for? In the US there is a regula-
tion, which states that if an EDR is installed in a ve-
hicle, certain minimum data must be stored at a 
certain accuracy. 
 
The Regulation is now available in a in a revised 
version. Therefore older vehicles satisfy the EDR da-
ta with the first prior regulation and newer ones co-
respond to the recent state of the regulation. In fu-
ture the next revision will come and that will not be 
the last release. Technical development is accelera-
ting, especially at our cars. 
 
Why are accident-related data stored? There are 
many answers to this question. One answer out of 
the sight of accident reconstruction experts is that 
the electronic control systems for active safety lar-
gely prevent skid marks before the collision. Today 
you can hardly calculate somewhat  about driver be-
havior before a collision based on objective mea-
sures. 
 
Data stored in the Event Data Recorder of the newer 
vehicles deliver information about what has happend 
5 s before the collision until approximately 2 seconds 
after the collision. 
 

 

Die im Event Data Recorder gespeicherten Daten 
liefern bei den neueren Fahrzeugen Informationen 
über den Unfallhergang ab 5 s vor der Kollision bis 
etwa 2 s nach der Kollision. 
 

 
 
The electronically stored data are objective charac-
teristics, as for example, tire tracks on or beneath the 
road, paint-particles, fracture surfaces, splinters and 
rest positions. 
 

2 Read out of electronic data 
 
The airbag control moduls (ACM) are developed by 
the suppliers, manufactured and delivered to the 
vehicle manufacturers. The manufacturer decide 
which data are stored. They also decide on the type / 
methode of readout of the EDR data. 
 

 
Historic representation manufacturer participation 
 
Most vehicle manufacturers make use of the BOSCH 
Crash Data Retrieval (CDR) tool. 
The figure below shows the current status of read 
out tools for the US market. This state is world-wide 
valid. However, some manufacturers have blocked 
the readout or the data recording for Europe. 
 
In this presentation, only the BOSCH CDR tool is 
considered. In principle, the explanations are valid 
also for the other read out tools. 

 
(Source: Ruth Consulting) 
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3 Data read out via OBD connector 
 
In the simplest case, a universal cable is needed, 
which connects the OBD connector to the DLC 
BOSCH (green box, modem). The green box is 
connected to a computer / laptop / tablet. On the 
computer there is a program of BOSCH (CDR soft-
ware). The software converts the hexadecimal data 
into a readable report (CDR Report), which can be 
sometimes over 100 pages long. 
 
Sometimes an additional adapter is required; if such 
is needed, the help file of CDR software gives exact 
instructions. 
 

 
 
The cost of the CDR kit are currently 1900 EUR net 
and for the Software 899 Euro net. It is reasonable to 
buy the above mentioned adapters too, because 
these are relatively often needed. The total price is 
then 3419 euros net. 
The figure below shows an excerpt from the BOSCH 
CDR software, highlighted in yellow are the adap-
ters. 

 
 
4 Data read out directly from the Airbag 
Control Module (ACM) 
 
When are the power cables are distroyed due to the 
accident, so that the read out via OBD does not work 
anymore, the airbag control module should be 
dismounted. Using a car type dependend special 
cable connected to the CDR kit allows the data read 
out. 
 

 

 
 
There are two methods, read out the ACM in moun-
ted position also. The ACM can be directly supplied 
with power when the connection no longer works at 
the OBD connector. Both methods can cause prob-
lems, so it is better, to dismount the ACM and read 
at a desk or a workbench. An additional advantage 
occures if the ACM can be kept if possible, since da-
ta protection and traceability is ensured (evidence by 
forensic chain). 

If the readout, described here, does not work, pos-
sibly the manufacturer of the control unit can help. 
Here, however, the rules about Privacy and Property 
have to be noted. If one makes something wrong, he 
can quickly become problems.  
For example, it will be a good decision, to send a 
control device to a supplier without allowance of the 
prosecutor. In addition our experience is, that there 
is only the period between wake up and deployment 
command stored (acceleration versus time). 
 
5 General Remarks 
 
In the data interpretation can be wrong a lot, becau-
se the manufacturers comply with provisions of US 
Regulations, but how they do it is totally different. It 
is therefore a manufacturer and model-dependent 
training required. Some important notes: 
 
• With each CDR reading the counter for the Igni-

tion Cycle gets increased by 1. This is an indi-
rect indicator of the mileage of the vehicle. 

• The number of readouts (Ignition Cycles) can be 
increased by Backpowering. Short circuit may 
lead to several attempts of the controller and 
several increases of the ignition cycle. 

• Some ECUs with external sensors (satellite 
sensors) the sensors may be not connected and 
that can set error codes. 

• Manipulations can be change the contents of 
ECUs. 

• Problems by data interpretation by complex ac-
cidents with multiple events. 
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(Source: Ruth Consulting) 

 
6 US Regulations 
 
EDR -Part 563 Definition 
The term “event data recorder” is defined as “a de-
vice or function in a vehicle that captures the vehic-
le’s dynamic, time-series data during the time peri-
od just prior to a crash event (e.g., vehicle speed vs. 
time) or during a crash event (e.g., delta-v versus 
time), such that the data can be retrieved after the 
crash event. For the purposes of this definition, the 
event data do not include audio and video data. 
 
EDR - Teil 563 - Minimum data set if equipped with 
an EDR 

• Delta-V, longitudinal 0 to 250 ms, every 10 
ms  

• Maximum delta-V, longitudinal 0-300 ms 
• Time, maximum delta-V 0-300 ms 
• Speed, vehicle indicated (5 sec, 2 samp-

les/sec) 
• Engine throttle, % full (5 sec, 2 samples/sec) 
• Service brake, on/off (5 sec, 2 samples/sec) 
• Ignition cycle, at time of crash 
• Ignition cycle, at time of download 
• Safety belt status, driver 
• Frontal air bag warning lamp, on/off 
• Frontal air bag deployment, time to deploy 

(driver/passenger/stages) 
• Multi-event, number of events 
• Time from “event 1” to “event 2” 
• Complete file recorded (yes/no) 

 
 
EDR - Teil 563 - Table 2 “If recorded” (partial list) 
 
• Acceleration 0-250ms @10ms intervals 
• Lateral Delta V(side impact) 
• Passengerbelt status 
• RPM  
• Roll angle, steering angle 
• ABS, ESC on/off, occupant size, and other in-

puts and outputs of restraints system 
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EDR - Teil 563 - Table 3 not voluntarily data 

 
 
 
7 Examples for Reconstruction  

Reports 
 
Sometimes the readout of the EDR data with the 
BOSCH CDR is enough to say how the accident  
occurred. 

a) mix of accelerator and brake pedals 
From the 5 s before the collision can be clearly seen 
that the driver did not braked, but pressed the gas 
pedal. 
 

 
 

b) Rear accident 
If the data of one of the vehicles can be retrieved, 
the change of velocity is known. If it was the vehicle 
in front, one sees possibly also whether it was 
standing or in motion. 
 

c) Complex accident 
In such a case we have to study very carefully the 
data limiltations and the sign conventions. Also an 
accurate analysis of the various data must be made. 
This can include the "Table 3“ data, for example by 
pedestrian detection. Only in conjunction with a con-
ventional accident reconstruction we can be sure 
that the EDR data were evaluated and adopted cor-
rectly. 
It should not be forgotten that in the 5 s the indicated 
speed is given, that ist he speed we can see on the 
speedometer, that are the time related values before 
the collision. Since the speedometer must proceed 
according with statutory rules and the boundaries, 
we can specify in which range, the actual speed may 
have been. There are the following provisions of Di-
rective 2000/7 / EC:  

0 <= (V1 - V2) <= 0.1 * V2 + 4 km / h where V1 the 
displayed speed is and V2 the real speed. 
 

 
 
8 Education and training 
 
We (IbB and partners) provide various training cour-
ses as follows: 
 

a) Operator Training:  

The prticipants will learn how the data readout on si-
te and possibly shortly after the accident can be best 
carried out with intact power supply. Backup after 
accidents is primarily a task for the police. Since it is 
a new way to get backups for later accident 
reconstruction, it may be that the police are not yet 
able to work these trainees-lead. It then makes sen-
se to consult the experts already trained and equip-
ped with the necessary equipment. For that these 
experts should be choosen who, at least on a 5-day 
basic training have participated. The addresses of 
these persons can be found on the IbB websites: 
 
b) Five-day basic training for police officers and 

experts in accident reconstruction. 

It is generally difficult to interpret the data from the 
Event Data Recorder correctly and add the data into 
a reliable accident reconstruction.  
Additionally complicating is the fact that the car ma-
nufacturers, as already mentioned, fullfill the US re-
gulations very correct, but they do so in a very diffe-
rent ways.  
The vehicle models of each manufacturer are more 
or less different depending on the model year. It is 
important when the car models have been developed 
and what was the state of art at that time. Especially 
the electronics and the sensors is subjected to an 
extremely fast change. 
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List of those who attended a 5-day course 
 
Data interpretation is only reasonably unproblematic 
when the 5 s were recorded before the collision, the 
crash and post-crash and it is a "simple" accident, 
such as a rear-end collision. For the most types of 
accident good skills in accident reconstruction and 
vehicle dynamics are neccessary. For example, to 
consider is: 
• How work sensors for active and passive sa-

fety? 
• What types of electronic data transmission are 

in use? 
• To calculate the actual speed at collision you 

need know-ledge of the wheels: size, wear, air-
pressure, load, tire slip when using ABS or 
skidding vehicles before impact (ESP).  

• Recorded is only the "Indicated Speed", which 
is the tacho revealed speed, the allowable devi-
ations are given in the relevant EU directive. 

• Difficult are multiple triggers, overlaped events, 
hidden events (rollover). 

CDR data do not replace an accurate conventional 
scene survey and accident analysis. This is the o-
pinion of the CDR specialists around the world. 
 

 
WREX Conference 2016, Orlando 
 
• The technologies are escalating, an example is 

the automated driving. Permanent training is in-
dispensable. We therefore offer a training of 

three days per year as part of a quality as-
surance management (QM). 

• Those who join this QM may use the name "IbB 
CDR Specialists" and get an identity passport. 
These people can also be found on our websi-
tes.  
 

• Since 2014, we organize at yearly intervals, the 
"European CDR User Summit". This is for one a 
part of the QM training on for the other to the 
public for precise informations about EDR. The 
documents developed thereby are generally 
free and accessible via our website. 

 
• As we are responsible for Europe, the Com-

monwealth of Independent States, the Middle 
East and Africa, we need subcontractors to full-
fill our tasks. 

 
 

9 Privacy and Rights on the Files 

The technology around the Event Data Recorder is 
quite complicated, the legal issues are still more 
complicated. 
It is to distinguish in criminal and civil matters.  
In criminal law, the problem seems to be fairly strai-
ghtforward. If an accident happens and this is picked 
up by the police, the seizure of the vehicle or the ve-
hicles by the prosecution may be requested. If this 
way is gone, the vehicles can be investigated and 
objectives may be ensured without the driver or the 
owner can do something about it. Since electronic 
data can be considered as objective measures, the 
data can be ensured by reading.  
A good example are the data from the electronic 
speedometer-graphs on trucks. 
 
After proper readout of data and report printed or 
stored on a data carrrier these evidents are part of 
the investigative files. The data can than, if necces-
sary, be used later for an accident reconstruction re-
port. 
If none of seizure with data readout was carried out, 
the persons involved may themselves seek to read-
out. Which way must be passed in order to obtain 
the results of the reading in the investigation file, is 
still unclear. Lawyers advice is recommended. 
 
The experts are advised to document the process of 
readout very accurate inclusive the boundary condi-
tions (for example, tires, software status, extent of 
damage, etc.). A trained expert CDR should such 
work take over. Depending on the procedural situati-
on second opinion may be neccessary. Such a 
further expert should have all evidence for verificati-
on. 
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In civil proceedings various personal rights of issu-
ance of the data can prevent the use of it. 
First, there is the question of who owns the data? 
 
If someone buys a car, he is the owner of the car 
and the owner of the data generated by built-in 
electronic devices and recorded. The EDR collects 
and stores personal data oft he driver. 
 
If the driver is not the owner of the vehicle, it must be 
clarified whether he also has a right on this informa-
tion. Upper Court judgments are missing in many 
countries. It should also be noted that the legal sys-
tems in the countries of our contract territory is very 
different. 
 
The declared aim of the German legislation is to pro-
tect person related data and the constitutional rights 
of individuals, which can be hurt by unauthorized use 
of these data, see BDSG,. 
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